ETM IDENTITY

See every identity, find every
attack path, fix what matters most first.

Today, attackers don't break in—they log in, exploiting permissions. The 2026 Identity Security Paradox reveals that 46% of
organizations lack adequate identity governance. Identity and Access Management (IAM) manages access, not identity
posture. Built into Qualys Enterprise TruRisk™ Management (ETM), ETM Identity discovers identities, maps attack paths, and

correlates risk into a single TruRisk™ score.

Complete Identity Visibility

¢ |dentity Inventory unifies users,
groups, and local identities with
risk criticality and access context.

¢ Native Entra ID & Okta
Connectors, Cloud Agent, and the
Agentless AD Connector enable
discovery across hybrid
environments.
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One Risk Language, Faster Risk
Prioritization

Score and prioritize identity risk
within the TruRisk™ framework for
vulnerabilities and misconfigurations.

Granular Attack Path Analysis

e AD Attack Path Analysis uncovers
risky permission chains, while AD
Blast Radius Analysis maps the
potential impact across affected
users, groups, systems, and
resources.

e Domain Trust Map visualizes trust
relationships and attack paths,
while Foreign Security Principal
detection flags risky external
access and orphaned trusts.
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Context-Rich Risk Scoring

e |dentity TruRisk™ correlates
identity and asset risk, while
Identity Insights uncovers toxic
permissions and AD Real-Time
Monitoring flags suspicious
logons and privilege abuse.

¢ Al Remediation Summary
recommends fixes. Risk
Acceptance Workflow manages
false positives. ETM Integration
unifies identity and enterprise risk.
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Audit-Ready Compliance &
Governance

Map identity controls to DISA, CIS,
HIPAA, GDPR, and PCI frameworks.

Single Pane of Glass Across Your
Tech Stack

Unify identity risk signals from Qualys
agents, sensors, and third-party tools
in your Risk Operations Center.

Turn identity intelligence into measurable risk reduction.

Start your 30-day free trial.

** Roadmap capabilities reflect planned product direction and may be subject to change based on priorities.
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