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The Two Core Risks Every Organization Fa
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Risk of Audit Risk of
Failure Misconfiguration
33%+ organizations face 60% of breaches stem from
audit gaps each year misconfigs ( Verizon DBIR)

One stops your business. The other exposes it.
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Cost of Maintaining Compliance is too hi
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Global fines for Workdays/year Audit fees have
non-compliance spent on Audit doubled over the

last 5 years -
Gartner

hit in 2024 Perep

Cost of non-compliance - Business comes to a halt
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Staying Audit Ready is challenging \\ ROCon s

o

Staying Audit Ready Manual Compliance Non-Compliance has
is a Moving Target Efforts Can't Keep Up consequences
© Evolving mandates — NIS2, © Increased Audit Frequency © Non-compliance costs 2.7x

more than compliance —

$14.8 M vs. $5.5 M per year

on average

©® In-scope technologies tend © Mapping security @ Reputation Damage, loss
to increase with increased exposures to compliance opportunities, disru p’tion
attack surface requirements ’

PCl 4.0, and more



Top Audit Gaps in US
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Risk of Misconfigurations

60%

of breaches stem from
Misconfigurations

4.4M

Average cost per
misconfiguration-related
breach

99%

of cloud failures are caused
by user error ( Gartner)

58%

Enterprise network with at
least one critical
misconfiguration
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“One in every
three
configuration
checks reveals
a potential
weakness.” -
Verizon DBIR
2025
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Two Sides of Risk —
One Unified Solution

Policy Audit
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Unified Asset Risk Factors Threat Business Risk Response
Inventory Aggregation Intelligence Context Orchestration

Compliance
& Executive
Reporting

How will you be

ROC Ready from Day 1
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Qualys Policy Audit

Continuous Audit
Readiness

Automated compliance
monitoring always keeps
organizations audit-
ready

800-53

NST

o)

Proactive Gap
Analysis

Identify and address
compliance gaps early to
avoid last-minute issues.

@

Risk Based
Prioritization

Ensure audit-readiness
by adhering to
regulatory requirements
requiring
continuous risk analysis.

@

Streamline Audit
Operations

Fix audit issues with
ServiceNow Integration
and accelerate time to

value with seamless
onboarding and end-to-
end operationalization

Automated Audit-

ready reports

Reduce manual efforts
with always audit ready
reports

HIPAA

V'l

AMERICAS




Audit-Ready Reports

Why: Maintain Continuous Compliance

Unified
Asset
Inventory

Effortless audit ready reports
with Pre-built library of 100+
mandates mapped to controls

Automatically generate multiple
reports from a single data collection

Custom reports for on-demand
audits

Executive level and audit stakeholder
ready reports to prove compliance

o . Risk
zlsk Fac:?rs ‘;r;!'eat %usn:es: priom Response
ggregation Intelligence ontex noriization Orchestration
@ Qualys Palicy Compliance
PCI DSS V4.0 Repor
This reports presents your overall compliance posture for your selected framework
Overall Compliance Score Overall Summary
= 63.05% D
63.05% EIDp 35.95% wand Polcies
o 1% 3
@ Ouoys
Detailed Report e (]
Payment Card Industry Data Security Standard (PCI-DSS) v4.0 m s
= -
fi k) 2046
= -

Compliance
& Executive
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Reporting

;ommendations

Qualys Auto Remediation to reduce manual effort and improve compliance scores by
vithin a short timeframe.

ritize remediating 35% of overlapping controls across NIST, ISQ, you can improve both
I and 1SO and compliance scores by 9% and 6%, respectively, with one focused effort.

ew and remediate controls on the 10% of assets with most failed control. This
ated action can yield a 6% compliance improvement



Executive Audit-
Readiness Report
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. ) . Risk Compliance
Asset Risk Fact?rs Th!'eat Business . RlSk . Response & Executive
Inventory Aggregation Intelligence Context Prioritization Orchestration Reporting

Audit-ready awareness with
INnsights into gaps
Audit Readiness for NIST 800-53 (Special Publication)

Selected Asset Tags:

I Unassigned Business Unit I Cloud Agent I Asset Groups | AZURE-SD-CAP | GCP-SD-CAP

& Audit Gaps

Detailed Stakeholder Reports
50.43% 44-49% | Critical J

1538.9k of 3051.3k 684.6k of 1538.9k

47.09%

. . Audit Ready
View a high-level summary of your

audit and security posture.

P Asset Summary

Prescriptive guidance on how to e e 72.03% 99.95% (critcar

improve audit-readiness scores P 5925

HEN 8070 2 K::"%":.'F. 21k of 21k




Comprehensive visibility

across your Asset
landscape

Audit-readiness for your
inventory

|dentify assets with EOL/EOS software

Auto discover web servers,
middleware, databases

Classify mission critical assets for
compliance

Unified .
Asset Risk Facu_')rs
Inventory Aggregation

Operating
LDJ System
49% Audit ready
1298.5k 1302k

0 Assets Fully Scoped

%’b Office Application
42% Audit ready

801 11k

° Assets Fully Scoped

Audit Insights: Asset Landscape

Understand audit readiness across your asset inventory

— Database
EZ; 66% Audit ready

31k l.ek

oAssets Fully Scoped

@ Virtualization

51% Audit ready

=

99 93

°Assets Fully Scoped

. Risk Compliance &
Threat Business S Response Executive
Intelligence Context Prioritization o/ hoctiation Reporting

';‘f‘ﬁ' Middleware
65% Audit read)
2.5k 1.3k

oAssets Fully Scoped

Security

0
47% Audit ready

789 874

°Assets Fully Scoped
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Browser
=
21% 2ot read,

4K 146k

°Assets Fully Scoped

Container
m
- 81% Audit ready

575 128

°Assets Fully Scoped
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Multiple SPM tools and ...

Risk Factors

Asset ¢ Threat \ .
S tt Inventory Aggregation Intelligence Context Prioritization Orchestration &Ri)p(:itri:‘;e The Risk Operations Conference
catiered exposures
g @ —o—
—0-
: G
& J
¥
Asset Location of Infra Infra, DB

Al/LLM Critically the Asset Vulnerabilities misconfiguration

= s/control failures
VM CSPM
-] Commercial

- . Software
= B & 5

[ =] Digital
I nfraStru Ctu re E Software Assets IS P M DSPM Certificates Open-source EOL Software Web Application
software vulns vulnerabilities
285
oy e L # )

_G— o AP
- SSPM AISPM

et & %i}? ||
Applications E

. Cloud Unauthorized External Attack
Identity Misconfigurations software, Absence of Surface/Exposures —
security tools ports, services

*Enterprises have 70+ security tools on average



Prioritize Compliance
Risk with Enterprise
TruRisk

Identify findings with the biggest
impact on audit-readiness

Improve security and reduce risk
exposure by identifying the most
critical risks

Meet compliance requirements
for risk prioritization

Prioritize risk of your misconfigurations
based on:

* Business and » Asset Exposure
Mission Impact « Threat Exposure
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Unified Risk Compliance \

Asset Risk Factors Threat Business Risk Response & Executive
Inventory Aggregation Intelligence Context Prioritization Orchestration Reporting -
TruRisk Score Details &
TruRisk Score is derived from the business criticality of an asset, its risk factors and its location within the network.
Asset Hame P Asset Type e 08
QLS_WIN_AE1_VMO3 10.10.30.115 HOST - Windows Server 2012 R2
TruRisk Score and It's Contributing Factors
/1 Business Criticality fes) Top Risk Factors
hsset Criticality score | 5 | aut of 8 w
Asset Exposure
Externally Exposed with tags
| internet Facing . o 1000
Risk Calculation
Vulnerabilities (205) Misconfigurations (20) Unsanctioned Ports (2) EoS Software (4) Missing Software (1) Unauthorised Software (3)
. The following is a filtered fist
@ Qualys
(e SIS BRIl < Posture Details : Status of the ‘Minimum Password Age' setting
100
Qualys Detection Score (QDS) Details &
he Qualys Detection Score (QDS) is cals ed taking into
Contributing Factors to QDS for control “Status of the 'Minimum Password Age' setting”
MITRE ATT&CK
71003
Qos



Measuring Risk of
Misconfiguration

Asset Risk Factors Threat Business
Inventory Aggregation Intelligence Context

+10 +10 | +10 |

O

RDP/Access Ransomware
Misconfig
.. ﬂE\,ERSING @ “‘ CYBERSECURITY } H Af 5
wwoniTy o FRERSING T (@) SRS T McAfee
-] ( : .
MITRE Gg{b wie, @) g
{Square Kaspersky: =

~| S%CUHtI,I ‘ il Google  #HERSS

o @metasplmt 4 v

TaLos packet storm ) FIREEYE

Risk Compliance
Response & Executive
Orchestration Reporting
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Prioritizing Risk of
Misconfigurations ..

Asset Risk Facu:)rs Threat Business . r'u'sk . Response & Executive
Inventory Aggregation Intelligence Context Prioritization Orchestration Reporting

164.3 M (1.6%) 431K (<1%)

Risky Exposures Prioritized exposures
for Business impact

10.5B

ALL FINDINGS

MITRE Business Critical Assets
Malware/Ransomware attacks (PCI, Internet Facing, DB)

in the industry
CIS

THREAT
INTELLIGENCE

ASSET
CONTEXT



Custom Checks and Remediation
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Regulatory Alignment &
Flexibility

< Create New Script

? Basic Information Script Details
Address unique compliance (2) sciptoota e -
requirements Create custom scripts S
to assess proprietary configurations,
ensuring full compliance 5o .
with internal and external policies
Close compliance gaps proactively
Easily adapt to evolving regulations e g e
like DORA, ISO 27001, NIST, and CIS
with custom checks.




Audit Fix - Automated Remediation Workflows
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PohcyCompIiance v HOME DASHBOARD POSTURE POLICIES SCANS REPORTS EXCEPTIONS REMEDIATION ASSETS USERS

X posture.status:"Fail” and eriticality:"CRITICAL"

Fix yo ur Audit ﬁndings befo re th ey become = Actions (49) o > asset.operatingSystem: 'Windows 10’ and asset.trackingMethod:Agent
audit issues with Automated Remediation

WPLIANCE FAILURE BY CRITICALITY

nce
Remediate Now Total Failed 391K

ID CRITICAL
Pre-defined library of out of the ey 8 Lo - ] | (e

Remediate Now

. CRITICAL 3.91K 1) CONTROL STATEMENT TECHNOLOGY/INSTANCE ASSET FoLICY
b OX SC rl pt S Fail 10353 2¢ Status of the Turn off Microsoft consumer Windows 10 WYQ-HADLEY-0008 DISA Security Technical Imp!
EXGEPTION STATUS Nov 03, 2023 experiences' setting 870305480 Windows 10,V2R5 v.2.0
Fail 9009 2¢ Status of the ‘Allow Microsoft accounts tobe ~ Windows 10 WYQ-HADLEY-0008 DISA Security Technical Impl
Nov 03, 2023 optional’ setting 870305 Windows 10,V2R5 v.2.0
10028 9¢ Status of the Turn on PowerShell Windows 10 WYQ-HADLEY-0008 DISA Security Technical Impl
Fail X
Nov 03,2023 Transcription' setting 870305480 Windows 10,V2R5 v.2.0
L3 L3 o
i 10593 ¢ Status of the 'Hardened UNC Paths' setting for Windows 10 WYQ-HADLEY-0008 DISA Security Technical Impl
Fail x g
Nov 03, 2023 Sysvol 870305480 Windows 10,V2R5 v.2.0
Fail 10592 ¢ Status of the 'Hardened UNC Paths' setting for Windows 10 WYQ-HADLEY-0008 DISA Security Technical Imp!
Now 03, 2023 Netlogon 870305480 Windows 10,V2RS v.2.0
. 11281 ¢ Status of the 'SMB v1' protocol for Windows 10 WYQ-HADLEY-0008 DISA Security Technical Imp
Fail =X
Nov 03, 2023 LanManServer services on Windows 870305480 Windows 10,V2R5 v.2.0
Fail 13342 % ission set for “%Prog i 3 Windows 10 WYQ-HADLEY-0008 DISA Security Technical Impl
Nov 03,2023 folder on Windows 64-bit systems 870305480 Windows 10,V2RS v.2.0
i 11186 2@ Status of the version of McAfee product Windows 10 WYQ-HADLEY-0008 DISA Security Technical Impl
Fail X

extension 'Host Intrusion Prevention’ 870305

windows 10,V2R5 v.2.0

Nov 03, 2023

Fail 3704 ¢ Status of the 'Base name of the installed Windows 10 WYQ-HADLEY-0008 DISA Security Technical Impl




Powering your ROC with Agentic Al 8 eon’s
v) Automated, Continuous Evidence collection SN Lromie SR |

£

v) Natural Language Query Interface for Agent Chang 4.6
Audit In Slg hts Audit-readiness Assessment & Reporting

Keeps you audit-ready continuously with autonomous evidence
collection for in-scope assets, mapping to compliance

v ACtiona b |e inSig htS for prioritization requirements, delivering audit-readiness reports that highlight

gaps and prioritize fixes, improving success while reducing manu...

Core Skills

Compliance Management Audit Management +1

Projected Agent Impact

© i
e Build Your Own Agent 85% 229%

E Train and build an Al agent with necessary Less Time Less Audit Gaps
A 1 skills to autonomously perform assigned tasks
“



SCA vs Policy Audit

Managing Risk of Audit Failures + Managing
Risk of Misconfigurations = Continuous Audit
Readiness

Basic CIS
Benchmark Checks PA

SCA
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Operationalizing
Configuration
Compliance at Scale

certified

sga@inc {WBENC}
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Presenter

Joshua McDonald

Senior Policy Compliance Architect
Leading Financial Institution

Extensive background in compliance and security
Understanding of compliance frameworks

Deep experience with numerous industry mandates

sga@inc
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Compliance Context

Financial institutions under continuous audit pressure (Federal
Review Bd)

Compliance = business trust, not just IT hygiene

Legacy systems & fragmented visibility made control accuracy
difficult

Needed to standardize configuration compliance (measured &
enforced)

Mission: Transform compliance from reactive reporting into op
excellence

sga@inc 24



Challenges

Problem 1

- Asset Identity Crisis — inconsistent,
iInaccurate tagging

Flawed inventory, misaligned policy
mappings, wasted remediation effort

sga@inc
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Challenges

Problem 2

Weak Policy Engine — outdated
iInternal standards, lenient controls
passing noncompliance

sga@inc ¥



The Solution: Policy Audit

Unified platform to design, deploy,
validate configuration baselines

Prebuilt CIS/NIST policies accelerate
modernization

Allow custom regex-based controls to
enforce business intent

Simplified tagging & mapping with CSAM
GUI and QQL automation

Clear, actionable remediation

sga@inc 27



Challenges

Problem 3

Prioritization Gap —
overwhelming failures without
risk-based ranking

Confusion, inefficiency, and audit
stress across team

sga@inc 28



Prioritization, Exceptions, SLASs

Cpeiyn Chomrvia

Initial triage by raw failure count to o =

5,411 5 411

identify “big rocks” for fast wins

Qualys Detection Score (QDS) for
dynamic, risk-based prioritization

Remediation focused on true business
Impact, not just numbers

ServiceNow integration to track
exceptions & SLAs

Risk-aligned SLAs = faster closure

sga@inc




Recommendations

- Start with accurate tagging: you can’t secure what you can’t identify
Leverage Policy Audit CIS templates for modernization
Ensure regex precision: define “secure” in your environment

- Adopt QDS & automation for meaningful, risk-based prioritization

- Treat compliance as an operational foundation for resilience

30
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